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W 
hen the livelihood of your 
business depends on data 
stored in your computer 

network, you simply cannot afford to 
leave anything to chance. Data 
preservation and the ability to retrieve 
it at any point in time is the 
foundation of business continuity. 

Yet the facts about backup failures  
are shocking: 

 According to the Boston 
Computing Network, 31% of PC 
users have lost data due to events 
“beyond their control.” 

 Analysts at the Hughes Marketing 
Group found that 40% of 
businesses that experience a 
critical IT failure go out of 
business within one year. 

 In a recent Gartner study, only 
35% of backup tests were 
successful. 

Some of the more common reasons for 
backup failures include unintentional 
formatting of a hard drive, accidental 
data deletion, malware or virus attack, 

firmware corruption, natural 
disasters, logical errors and continued 
computer operation when the hard 
drive is starting to fail. 

So how certain are you that your 
backup system is 100% reliable? 
Could a false sense of security be 
preventing you from taking actions 
that will insure your backups will 
really be there when you need them? 
 
7 Ways to Avoid Data Disaster Due 
To Backup Failure 

Without proactive measures in place – 
and Murphy’s Law being what it is – 
the odds of a successful restoration 
when you need it most may not be as 
great as you’d like to think… So what 
can you do? Here are seven ways to 
avoid a damaging loss of data due to 
backup failure. 

1. Insist on regular, remote and 

redundant processes. A good rule 
of thumb is 3-2-1. That means 
three copies of your data stored in 
two off-site locations, backed up a 
minimum of one time 

 

What’s New 
Cyber Security Terms 

 
You may have heard some terms 
floating around and wondering 
what the heck they mean.  Here 
are some common terms… 
 

Phishing 
An attempt to acquire 
confidential info, like passwords 
credit card info through fake 
emails that look like they are 
from a known source. 
TIP: Don’t share sensitive 
information via email or click on 
any links embedded in emails.   
 

Pharming 

A type of Cyberattack in which 
traffic intended for a certain 
website is redirected to another 
site.  This is an attempt to steal 
information when you are logging 
into the site with your credentials. 
TIP: Use a trusted internet service 
provider, check URL spellings, 
look for secure symbol (padlock/
HTTPS) and make sure security 
updates are made with antivirus. 
 

Zomie (or Bot) 

Scarier than actual zombies, these 
are computers connected to the 
internet that have been attacked 
by hackers or a virus.  They can 
be used to carry our malicious 
attacks unbeknownst to the 
owner. 
TIP: Antivirus installed, use a 
spyware scanner and  have a 
strong password.    
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Key Causes of data loss: 

 78% hardware or system malfunctions 

 11% Human error 

 7% Software corruption or program malfunction 

 2% Computer viruses 

 1% Natural disaster 

 1% Other 

 

Only 25% of users frequently back up their files, yet 85% of those same users 
say they are very concerned about losing important digital data. 

Source: VaultLogix 

Scary But True Facts About Data Loss 
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per day. 
 

2. Don’t go too cheap on disk 

drives. Less expensive arrays 
that save money by doing 
without features like redundant 
power supply and hot spare 
disks may leave your data  
at risk. 

3. Guard against 
human error. 
Make sure 
people 
performing 
backups and 
restores know 
exactly what 
to do – and 
what not to do. Take people out 
of the loop and automate 
wherever possible. And be 
especially cautious in situations 
where backups aren’t a part of 
someone’s regular duties. 

4. Are your backup software 
settings being checked 
routinely? When new software 
or updates are put into service, a 
change in the way the settings 
are configured can cause 
incomplete backups, or backups 

that fail completely. Do the 
people who maintain your 
backups include this on their 
regular to-do list? 

5. Could some files be getting left 

out? As resources are added and 
priorities shift, files and folders 
can get misplaced or accidentally 

left off the backup list. 
Insist on a quarterly or 
annual meeting with 
your backup 
management team to 
make sure all mission-
critical files are 
included in your 
organization’s data 
recovery systems. 

6. Address network issues 

immediately. Any component in 
your network that isn’t working 
properly can introduce another 
point of failure in your backup 
process. Every juncture in your 
network, from a misconfigured 
switch to a flaky host bus 
adapter, can hurt your backups. 

7. Ask for help with your data 
backup and recovery system. 
You cannot be expected to be an 
expert in all things. Yet data is the 

backbone of your business – its 
protection and recovery should 
not be left to chance. Why not 
leverage the knowledge, skill and 
experience of an expert in  
the field? 

Even with all these measures in 
place, the best way to keep your 
organization safe from harm due to 
data loss is to verify your backup 
system by performing regular test 
restores. This will help identify any 
problems in advance so they can be 
fixed – allowing you to avoid getting 
hit with an ugly surprise when you 
least need it. 

The Smart Way To Assure Backup 
Success 
Unless your team has all the time and 
expertise required to consistently 
close all open loops in your backup 
system, your organization may be at 
risk of serious harm due to data loss.  
We strongly recommend that you let 
us perform a Backup Audit for you 
as soon as possible. Contact us today 
at 814-742-9750 or 
sales@pcworksplus.com to schedule 
this highly valuable free service – 
before disaster strikes. 

“...leverage the 
knowledge, skill 
and experience of 

an expert.” 



Tech Tip 

By 

David Wertz 

 
For simplicity, many people use 
the same password for all of their 
accounts,  which is a very bad se-
curity practice. The problem is that 
if a hacker were to get your pass-
word for one site, they now have 
your passwords for all of your ac-
counts.  
 
Here is a method to create a pass-
words that is not only secure, but 
easy to remember.  
 
Let’s start with a good password. 

Monk3y!  
 

This password has an upper and 
lower case letter, a number and a 

symbol, but only 7 characters long. 
We’ll take this password and add 
the first 3 letters from the site we 
are creating a password for (like 

amazon.com). By taking the first 3 
letters (ama) and add it to the end 
of your password you now have 

Monk3y!ama.  
 

Using this formula, the password 
for Yahoo.com would be  

Monk3y!yah.  
 

They key is that you have a good 
password that is now unique to 
every website.  
 
In this day and age, security is only 
as good as your password. 
 
 
Stay tuned for more security tips 
and tricks …. 

In my book You Don’t Need a Title to be a 
Leader: How Anyone, Anywhere, Can 
Make a Positive Difference, I quote Philip 
of Macedonia (father of Alexander the 
Great), who said, “An army of deer led by 
a lion is more to be feared than an army 
of lions led by a deer.” 

His insight is valuable – however, I think 
he misses the bigger point: an army of 
lions led by a lion is to be feared most of 
all. So why not recruit and hire an army 
of lions? Think of the competitive 
advantage of having not just good formal 
leadership at the top of your 
organization, but also having leaders at 
every level of your organization. 

An army of lions is an organization where 
everyone knows two things: 1. When is it 
appropriate for me to lead in my role? 2. 
How do I do it? 

Those two questions are simple, but the 
process requires effort. And, you’re 
thinking, “before I can help my lions 
answer those two questions, I need to 
find the lions!” 

Your point is well-taken. And, believe it 
or not, it’s not that difficult to find  
the lions. 

The Principles 

Here are some important guidelines to 
use when looking for potential leaders: 

1. Look for people who are just as 
interested in making a difference as they 
are in making money. Unless you’re 
interviewing someone for a volunteer 
position, they expect to be paid. While 
pay should be fair, it’s an incomplete 
motivator for a job candidate with 

leadership potential. Potential leaders 
want to do work that matters. It isn’t 
unusual to find people pursuing success, 
but leaders also pursue significance. Look 
for the latter. 

2. Find candidates who have proven that 
they have influence with people and 
they’ll be able to get results even if they 
never have “power” over people. The 
ability to positively influence others is 
essential for a leader. If someone can’t 
motivate, inspire or move others without 
a title, then the only way they’ll get 
results with people once they have a title 
is through absolute compliance. True 
leaders have the ability to create 
commitment in others with or without 
authority over them. 

3. Potential leaders are looking for more 
than perks and benefits; they’re looking 
for opportunities. The benefits a 
potential leader desires should be more 
than economic. Getting to learn new 
things, develop new skills, be challenged, 
participate in a variety of experiences 
and explore true potential are usually the 
types of benefits that rev up potential 
leaders. Look for people who light up 
when you mention these types of 
opportunities. 

4. Spend time inquiring into the 
candidate’s desired legacy, and not just 
their stated résumé. Any hire has long-
term consequences for both employer 
and employee, regardless of the length 
of the employee’s tenure. Understanding 
a candidate’s values can be complex, but 
your most valuable insights will come 
from finding out what his or her 
endgame is. 
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Mark Sanborn, CSP, CPAE, is president of Sanborn & Associates, Inc., an 
idea studio dedicated to developing leaders in business and in life. Mark is an 
international best-selling author and noted authority on leadership, team-
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New earbuds pack 
amazing sound – with 
no strings attached. 
On-the-go music lovers have pretty 
much been limited to Bluetooth 
earphones or earbuds with wires 
attached, or over-the-ear holders. 
That’s about to change. Both Earin 
and Kanoa earbuds offer a great 
sound experience without wires or 
holders. Small enough to slip into 
your ear, they fit comfortably in your 
ear canal. And, according to CNET 
reviewer Xiomara Blanco, they 
stayed securely in place even when 
she shook her head. She said the 
Earin earbuds have better sound 
and are smaller, but don’t stay 
charged as long as the Kanoas, 
which offer a sporty look, and with 
their slightly larger size retain a 
charge for longer. Yet both deliver 
amazingly rich sound for such a  
tiny device.      -CNET 
 

Could these tech tools 
help grow your business 
in 2016?  
How about a 14x higher conversion 
rate on your advertising? Oomph 
Adomatic converts static images into 
video ads that tell the story of your 
brand, highlight key features and 
even provide viewers with an easy-to
-follow map to your office or 
showroom. WeWork, a pioneer in co
-working spaces, allows SMBs to 

grow and contract with the ebbs and 
flows of business. With features like 
pool tables and friendly common 
areas, they foster water-cooler 
networking and a sense of 
community. Trinet offers a way to 
off-load virtually all HR functions, 
including payroll, benefits, 
management and compliance. With 
this tool, the need for in-house HR 
staff goes away.     -Inc.com 
 

Are you making any of 
these three mistakes on 
LinkedIn? 
1. Forget LinkedIn as a place to 
build an audience. Instead, focus on 
media like Facebook, Twitter or 
your blog to attract consumers. 2. 
Don’t help competitors. It’s great to 
connect with colleagues, but when 
you link with people who work for 
your competitors, you’re exposing 
your entire network to the 
competition. Be selective about who 
you connect with. 3. Unless you 
work for a big brand, it’s pointless to 
sell yourself without first selling 
your company. As a principal or 
executive, you need to tell a story 
that’s bigger than your own career. 
Show how your company brings 
value, and then how you’ve 
contributed to that effort. 
-Wall Street Journal 

As the housing market 

improves, so have the 
tech tools to help you 
sell your home. 
Data from the National Association 
of Realtors shows that 89% of 
buyers use online tools in their 
home searches. First impressions 
are critical, especially online, so your 
web presentation can make a huge 
difference in how quickly and for 
how much you sell your home. 
Twelve tech tools to take advantage 
of include: Professional Photos, 
Maps, Search Tools like Zillow, 
Trulia And Redfin, Drone 
Photography, Floor Plans, 3D 
Virtual Tours, Video, Electronic 
Documents, Online Checklists and 
Timetables, Virtual Home Staging, 
Social Media and Mobile Web Apps. 
Not all realtors use the same tools, 
so be sure to run this checklist by 
potential listing agents.  
-U.S. News & World Report 

Battle of the “Read-
Later” apps: Pocket vs. 
Instapaper 
As it turns out, this duel is more 
about user preference than which 
app is better. Instapaper sports a 
clean, newspaper-like look that 
filters out ads, video and images. If 
you prefer reading text without 
distraction, this is your app. Pocket, 
on the other hand, displays images 
like a proud parent and flaunts 
colors behind bouncy animations. If 
you prefer the full multimedia 
experience, you’ll like Pocket. Pocket 
also offers tagging, which some may 
prefer to Instapaper’s organizing by 
folder. Each comes in a free version, 
which is more than adequate for 
most users. Bottom line? Pocket is 
best for multimedia, Instapaper for 
pure reading.     -Lifehacker  
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