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Month’s Focus 

We want to hear 

from you. 

 
This month we are focusing 
on customer service and the 
best way to see how we are 

doing is to ask you. 
 

Please take a few minutes to 
take our short anonymous 

survey.  Please be open and 
honest, so we can make any 
changes necessary. 

 
Please click on link to 

complete the survey: 
 

 

https://
www.surveymonkey.
com/r/5B7XLPC 
 

 

 

If you have already 

completed the survey, 

we thank you for your 

time! 
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4 Ways to 
Prepare for a 
Data Disaster 

 
 
With the “Wannacry” Ransomware scare 
last month, we wanted to be sure that people are thinking about their data more.  Here are 4 
things to consider about your data. 
 
1. Call us for a Review  - Let’s start the conversation. PC Works Plus can provide a risk 
assessment, and then offer solutions to save you from data loss. Think of the spreadsheet you 
have been working with for months. It would be a shame if it were gone forever. How about 
that project you and the team have been assigned with a rapidly approaching deadline? It 
would be a waste of time and a hassle to recreate if the file became corrupt or were lost. In any 
case, a good back up solution can help alleviate these stressors and in some cases help to make 
you compliant with regulations like HIPAA. 

2. Be a Part of the Conversation— You know better than anyone what files you need access to 
for a successful day at work. Be involved in the process of backing up your data. Then, should 
your company fall victim to ransomware or data loss, you will know how to respond. We will 
ultimately be responsible for recovering your data and maintaining your backups, of course, 
but knowing how to access your files while we get you back up and running may require an 
extra step. When the disaster recovery solution is put into place, everyone will feel more 
comfortable knowing how you will continue working and recover from a disaster. 

3. Know That You Are Protected.  - Ask yourself, “If we fall victim to ransomware, or our 
company files are lost, what do we do?” With this simple question, you can prevent costly 
downtime and data loss. With one question, you can protect your office and coworkers from 
being locked out of your files indefinitely. Asking this question can help you establish if you 
actually do have an effective disaster recovery plan. Gently remind your employees that when 
it comes to a data disruption, it’s not a question of if but when. 

3. Save Your Work. - This sounds easy and like a no-brainer, but with our years in IT, you 
have no idea how saving work sometimes falls by the wayside. Even if your machine is being 
backed up, and your files are being protected, you still need to save often. Should disaster hit 
and files are in need of being recovered, your progress will be lost if you haven’t saved your 
work. There is always a risk of losing some work in the event of a disaster, but if you save 
often, the risk decreases ten-fold. 

 

 
If you have any questions on these tips, please email sales@pcworksplus.com and a we can set 
up a meeting to go over any of your concerns. 

 
 
 

https://www.surveymonkey.com/r/5B7XLPC
https://www.surveymonkey.com/r/5B7XLPC
https://www.surveymonkey.com/r/5B7XLPC
https://en.wikipedia.org/wiki/WannaCry_ransomware_attack


 

Miss any of our Newsletters with important tech information from PC Works Plus?   
Check out the archive of past newsletters and free reports. 

 
http://www.pcworksplus.com/tech-tips-tricks-and-industry-news/newsletter-archive/ 
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Protecting and saving your photos with 
OneDrive Personal 

Sometimes we are busy making sure that our business data is safe and backed up in case of a data loss, but do you 
ever think of your home pc and what would happen if your computer died today?  Most people say they really don’t 
keep anything important on their personal pc, but what would happen to years of saved memories in your photos 
file?  No matter what application or where you keep the photos on your computer, they need to be safely backed up.   
You can do this by replicating all your data on a CD, DVD, or external storage device, but this takes time and you 

have to remember to back up.   
 
Microsoft offers 5GB of online storage for free.  This comes with Windows 10, but you can download it to use on other devices. If you 
need more than 5GB, there are inexpensive plans to save the amount of data that you need.  This is a convenient option for saving valu-
able data from your home pc and it is accessible from several devices. 
You can also set up onedrive to automatically back up your photos from your smart phone.  The next time that phone accidently swims 
with you, you will not lose all those memories. 
 
Check out your OneDrive options and see what works best for you and your home data.  Watch this video on how to set up your smart 
phone photos to automatically back up to OneDrive.  This tutorial shows you how to do it for Windows, Android and iPhones.  
 

How prepared are you for a HIPAA Compliance Audit? 
 

According to HHS (Health and Human Services), “Every covered entity and business associate is eligible for an audit”.  Are you ready if 
you would receive the official letter saying that they will be performing an audit?  If the answer is “No”, you are not alone.  You may have 
your basic Privacy and Security Polices and procedures prepared, but do you practice these guidelines and train your employees? 

Here are the three parts to the HIPAA compliance process: 

Policies and Procedures 
After performing a Risk Assessment (that you should do once a year) that gathers information about the use of electronic devices in your 
practice, you will find out how you handle and keep data safe, and what procedures your employees must follow. Once the Risk Assess-
ment is completed, you’ll have the foundation for your Privacy and Security Policies and Procedures. You’ll have identified what improve-
ments need to be made in your systems and what procedures to follow to keep them safe. Additional required HIPAA documents can also 
be completed from data collected in the Risk Assessment.  This is a working document.  If you have created this document in 2003 when 
you were probably using file folders for your patients, it is definitely time for an update. 

Ongoing Training 
Inadequate employee training makes an organization vulnerable to attacks. An uninformed employee can cost an organization a lot of mon-
ey, just because they were not aware of the policies.  According to the HIPAA regulations, employees should be trained annually, not only 
on the HIPAA law, but specifically on your organization’s security policies and procedures. ( This is for a whole other discussion)  Devel-
oping a training plan can be a huge task, but is necessary to keep your business compliant.  

Implementation Plan 
What good is a plan and training without rolling it out to your entire business? Your HIPAA Compliance Plan isn’t a document that just sits 
on the shelf waiting for the possibility of an audit. Once you have a plan everyone on your Compliance Team can agree on, it’s time to put 
that plan into action!  HIPAA compliance is not a write it and forget it kind of law.  You have to actively comply with your written polices 
and procedures.  The laws change and you need to keep your plan up to date, too. 

 

PC Works Plus is now working on a strategic plan for our customers that have compliance and ongoing training requirements.   With our 
CompTIA Trustmark Security + , which is based on the NIST Cybersecurity Framework. , we feel that we have the expertise to help your 
company be compliant and create a plan for you to keep ongoing activities and training to stay in compliance.  

If you feel that you need help with your compliance requirements, please contact us to find out your audit options.  

Email sales@pcworksplus.com or call 814-742-9750 

http://www.pcworksplus.com/tech-tips-tricks-and-industry-news/
https://onedrive.live.com/about/en-us/download/
https://onedrive.live.com/about/en-us/plans/
https://www.youtube.com/watch?v=sG7gQihl4Fc
https://www.hhs.gov/hipaa/for-professionals/compliance-enforcement/audit/index.html
http://www.nuemd.com/webinar/achieving-compliance-electronic-devices-your-practice
http://www.nuemd.com/webinar/achieving-compliance-electronic-devices-your-practice
https://www.hhs.gov/hipaa/for-professionals/compliance-enforcement/agreements/index.html
https://www.nist.gov/cyberframework

