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Month’s Focus
Our thoughts and
prayers go out to all the
people in the areas
affected by the
hurricanes this season.
If you would like to
make a donation or
volunteer for the
hurricane relief, please
click on the sites below:
Mercury One
Dog Supplies
Red Cross
Volunteermatch.org
Are you ready for a
natural disaster?
Download the “Business
Protection Toolkit” from
FEMA
We do not live in a
hurricane prone area,
but natural disasters can
strike anywhere.

YOU may be the
biggest Security Risk
In a recent article written by David Wertz for the Blair County
Chamber, David points out that, “YOU may be the biggest
security risk.” Here is a blurb from his article:
One of the most frequently used (and successful) tactics to
compromise a system is social engineering.
Social engineering is the art of manipulating people so they give up confidential information.
The types of information these criminals are seeking can vary, but when individuals are targeted
the criminals are usually trying to trick you into giving them your passwords or bank
information, or access your computer to secretly install malicious software–that will give them
access to your passwords and bank information as well as giving them control over your
computer.
Ask any security professional and they will tell you that the weakest link in the security chain is
the human who accepts a person or scenario at face value. It doesn’t matter how many locks and
deadbolts are on your doors and windows, or if you have guard dogs, alarm systems, floodlights,
fences with barbed wire, and armed security personnel; if you trust the person at the gate who
says he is the pizza delivery guy and you let him in without first checking to see if he is
legitimate you are completely exposed to whatever risk he represents.
Anti-virus software, firewalls, email filters and other systems are crucial to protect a system, but
a user can be tricked into circumventing these protections.
One of the most common social engineering mechanisms is email "Phishing". Phishing is an
attack that uses email or malicious websites to solicit personal information by posing as a
trustworthy organization.
According to a Global Threat Intelligence Center (GTIC) report, 67% of Malware attacks
were delivered via Phishing attacks. Check out the free phishing test below to see if you
and your employees might be the biggest risk to your business security.

Free Phishing Test
Want to know if your employees understand the rules of cybersecurity? We are offering one free phishing test for your
company. We use this as a starting point to see how much
education your employees already have to keep your data
safe.

If you would like to schedule your free test,
please email compliance@pcworksplus.com
or call 814-742-9750

Get More Free Tips, Tools and Services At Our Web Site: www.pcworksplus.com
(814)742-9750

InfraGard
Did you know that PC Works Plus CEO, David Wertz and Senior
Technician, Joe Pyzowski are members of InfraGard Central
PA Members Alliance? Why should you care?
InfraGard is a partnership between the FBI and members of the private sector. In order to be part of this organization, David and Joe underwent a security risk assessment. This assessment is a vetting system that looks into local,
state and federal criminal records, verifies citizenship, and looks at security related databases to check backgrounds.
“The mission of InfraGard is to promote ongoing dialogue and timely communication between members and the
FBI specifically concerning the security of, vulnerabilities in, and threats to critical infrastructure entities. InfraGard
members are provided with information to assist them in protecting critical infrastructure assets. In turn, they are
encouraged to provide information to the FBI, thereby facilitating its responsibilities to detect, deter, and investigate
acts of terrorism and other crimes.” - InfraGard.org
Since his membership was approved, David has attended various seminars that have content for members only in
Hershey, PA. With Joe’s recent membership approval, he will be attending seminars, too.
These seminars help PC Works Plus stay up to date with the security community and learn about pending and ongoing threats that are reported by the FBI.
One of the ongoing focuses at the seminars is the Internet of Things (IoT). This will be one of the largest security
challenges for businesses and individuals. If you did not see the article in the August 2017 newsletter, click HERE
to read all about it.

Using Email Encryption in O365
Do you know that many of you that already have O365 can use email encryption? When it comes to data security,
one of the basics starts with securing your email. How many times have you sent info to someone that contained
sensitive data? What would a hacker do if they could intercept this data? Well… we don’t want you to find out.
Microsoft O365 subscribers have the ability to send encrypted emails. This does take some set up and training for
the end users, but this is a crucial security measure, if you are sending any sensitive data. There is also some legwork on the end of the receiver, but we feel that it is well worth the reward of not allowing your data to get into the
wrong hands.
Click Here for an article on encryption from Microsoft.
You can also call 814-742-9750 or email sales@pcworksplus.com to discuss your encryption options.

Let us help you to keep your data safe.
Miss any of our Newsletters with important tech information from PC Works Plus?
Check out the archive of past newsletters and free reports.
http://www.pcworksplus.com/tech-tips-tricks-and-industry-news/newsletter-archive/
Get More Free Tips, Tools and Services At Our Web Site: www.pcworksplus.com
(814)742-9750

