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Email Scams—Beware

Congratulations
Phil Hopnick has obtained his
Certified Information Systems
Security Professional (CISSP)
Certification. This is an
independent security
certification. This certifies Phil
in the area of Security and Risk
Management, Security
Operations and several other
security areas.
Dustin Hess has obtained his
CompTIA Network +
certification. The Network+
exam tests the ability of a
networking technician to install,
maintain, troubleshoot, and
support a network, and
understand various aspects of
networking technologies,
including TCP/IP and the OSI
model.

There are a lot of scams that you might see popping up in your inbox. Remember to be very wary of anyone asking you to sign into your email or
change your password from an email link.

The emails below could catch you, but look for the signs that the email is malicious.
 Is the email coming from the company or the person that you think is legit? Would someone at Microsoft really have an email address that does
not contain @Microsoft.com?
 Restoring functionality or resetting a password from a link inside of an
email is a BIG NO NO. If you want to reset your password, go directly
to the website or application and change it from the known url. This link
would take you to what looks like your email log in, but it will ask you to
sign in with your credentials and they will capture all your information
and gain access to your email.
Help to combat this attack by setting up Two Factor Authentication (2FA).
This can be a life saver for any online service. Most sites will have a built in
authenticator, or you can use a third party 2FA, such as Google Authenticator.
If you need more information on how to set
up 2FA on your O365 accounts, please
Email compliance@pcworksplus.com or
Call 814-742-9750.

Bill Robenolt has obtained the
Cisco Express Networking . This
shows proficiency in the Meraki
security product line.

Great job guys!

Please contact Terra Wertz with any questions or comments
twertz@pcworksplus.com

814-742-9750

www.pcworksplus.com

Building a culture of Cybersecurity
Have you ever thought that data security would really be something that could keep you awake at night? There are ways to help with keeping your data and business safe. One way is to start a culture of cybersecurity.
In the whitepaper from CompTIA on Building a Culture of Cybersecurity: A Guide for Corporate Executives and Board Members,
you will learn Six Principles that can help your business with your cybersecurity.
Principle One: Integrate cybersecurity into your business strategy
Cybersecurity can affect many departments in your company, such as operational, financial and legal risks. Learn the people, process and
business issue that you need to secure. Making security a core principle in your business ensures that everyone understands what security
means to the company.
Principle Two: Your corporate structure should reinforce a culture of cybersecurity
Building cybersecurity into your organization so you can communicate that the company is dedicated to the goal.
Having a security officer in your business that specializes on your compliances and reports on any foreseeable issues, keeps cybersecurity
at the top of your mind.
Principle Three: Your employees are your biggest risks
It does not take a hacker to secretly attack your network. An insider can maliciously or unknowingly act as an accomplice in a cyber attack. Constant training that is short, frequent and based on real scenarios (look at the first page on email scams) can help to keep employees alert to the dangers of the cyber criminals.
Principle Four: Detect, detect, detect
The average time to detect a security breach is 206 days. The longer the detection time, the more cost to the company to resolve the issue.
If you want to close this gap, it is important to be diligent and know what is happening with your data.
Principle Five: Data protection: collect what you need, share only what you have to
If you don’t collect the data, it can’t be stolen. What a great way to think about your data. How many of us have info dating back to the
day we started using our network. It is time to cut out what is not needed. Also understanding your compliance will help you identify what
data you actually need.
Principle Six: Develop robust contingency plans (and test them!)
Create an incident response playbook. Make sure everyone in your organization that plays a part in that plan knows the plan. Do a drill
with a scenario of what might happen and how you would handle the incident.
We highly recommend you look over this whitepaper to implement this culture into your company.
Visit https://www.comptia.org/resources/building-a-culture-of-cybersecurity-a-guide-for-corporate-executives-and-board-members to
obtain your free copy.
If you have any other concerns about cybersecurity and your risks, email compliance@pcworksplus.com for more information.

MS Windows 7 End of Support
You probably saw a recent email from David Wertz explaining the End of Support for Windows 7.
In case you missed the email, here is some important information…

After January 14, 2020, if your PC is running Windows 7, it will no longer receive security updates. Therefore, it’s
important that you upgrade to a modern operating system such as Windows 10, which can provide the latest security
updates to help keep you and your data safe.
We can help you identify systems at risk and plan for the appropriate upgrades or replacements.
Contact us today, if you want to start discussing your upgrade plan. Email—tsheehan@pcworksplus.com
Miss any of our Newsletters with important tech information from PC Works Plus?
Check out the archive of past newsletters and free reports.
http://www.pcworksplus.com/tech-tips-tricks-and-industry-news/newsletter-archive/
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